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Digital disinformation poses a growing threat to international relations
by exploiting psychological vulnerabilities within modern information
environments. This study examines key cognitive and emotional
mechanisms including confirmation bias, cognitive dissonance,
emotional arousal, and social identity dynamics that increase
individuals’ susceptibility to misleading information. Drawing upon
interdisciplinary scholarship in psychology, political science,
communication studies, and technology research, the article analyzes
how these psychological processes interact with digital media systems
and geopolitical information strategies.

The paper further investigates how state and non-state actors
deploy disinformation campaigns in contemporary geopolitics through
mechanisms such as election interference, pandemic misinformation,
and algorithmic amplification of narratives. Case studies including
Russian electoral interference, misinformation during the COVID-19
pandemic, targeted social media campaigns, and artificial intelligence
generated deepfake media illustrate how digital propaganda can
influence public perceptions and political discourse (Woolley & Joseff,
2020; Brown, 2024; Bronovytska, 2024).

The analysis highlights the interdisciplinary nature of digital
disinformation and emphasizes that the phenomenon cannot be
understood solely as a technological problem. Instead, it must be
examined as a socio-psychological process shaped by cognitive biases,
emotional responses, identity formation, and digital communication
systems. The article concludes with policy recommendations including
psychological inoculation strategies, expanded media and information
literacy programs, international cooperation on regulatory norms, and
responsible platform governance. These measures aim to strengthen
democratic resilience against the global spread of digital
disinformation.
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Introduction

The digital information environment has become an increasingly
significant arena of geopolitical competition. Governments, political
actors, and non-state groups now use digital communication platforms
to influence narratives, shape public opinion, and weaken the
legitimacy of political institutions (Woolley & Joseft, 2020). In this
context, disinformation campaigns have emerged as an important
instrument of contemporary information warfare.

Disinformation refers to the deliberate dissemination of false or
misleading information with the intention of influencing perceptions,
political attitudes, or social behavior (Munusamy et al., 2024). Through
coordinated campaigns conducted on digital platforms, disinformation
actors can amplify social divisions, undermine trust in democratic
institutions, and influence electoral processes (Woolley & Joseff,
2020).

Digital media systems often intensify these dynamics. Online
platforms rely heavily on engagement-driven algorithms that prioritize
content capable of attracting attention and emotional reaction. Research
shows that emotionally provocative content spreads faster on social
media networks than neutral information, which creates conditions
favorable for the rapid diffusion of misleading narratives (Metzler &
Garcia, 2023).

Understanding the psychological foundations of disinformation is
therefore essential for analyzing modern international relations. Studies
in cognitive psychology demonstrate that individuals frequently rely on
mental shortcuts when processing complex information. Cognitive
biases such as confirmation bias lead individuals to accept information
that reinforces their existing beliefs while rejecting contradictory
evidence (Munusamy et al., 2024). Emotional triggers and perceived
identity threats can also shape how individuals interpret political
messages (Stoycheff & Tandoc, 2023).

These psychological tendencies intersect with theories of narrative
influence in international politics. According to the concept of soft
power developed by Joseph Nye, political actors can influence global
audiences through persuasion, attraction, and the shaping of narratives
rather than through coercive force (Nye, 2004). Digital disinformation
campaigns increasingly operate within this domain of narrative
influence by shaping perceptions and identities through strategic
communication.

This article develops an interdisciplinary framework integrating
insights from psychology, political science, communication studies, and
technology research. It examines how psychological mechanisms such
as cognitive bias, emotional arousal, and identity dynamics interact
with digital media infrastructures to enable disinformation campaigns.
The article then applies this framework to several case studies
including Russian electoral interference, misinformation during the
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COVID-19 pandemic, algorithmic amplification of online narratives,
and emerging forms of artificial intelligence generated propaganda.

Finally, the study proposes policy recommendations designed to
strengthen societal resilience against digital disinformation. These
recommendations emphasize education, institutional cooperation, and
technological governance as essential elements in addressing the
psychological and structural drivers of misinformation.

Theoretical Framework: Psychological Foundations of
Disinformation

Psychological research identifies several mechanisms that make
individuals vulnerable to misleading or false information. One of the
most widely recognized factors is confirmation bias. Confirmation bias
refers to the tendency for individuals to seek and accept information
that supports their pre-existing beliefs while disregarding evidence that
contradicts them (Munusamy et al., 2024).

When confronted with complex or ambiguous information
environments, individuals frequently rely on heuristic decision making.
Heuristics are cognitive shortcuts that simplify judgment and reduce the
mental effort required to process information. Although these shortcuts
can be useful for everyday decision making, they also increase the risk
that misleading information will be accepted without careful evaluation
(Metzler & Garcia, 2023).

Another relevant phenomenon is the illusory truth effect. Studies
have shown that repeated exposure to a statement increases the
likelihood that individuals will perceive it as true regardless of its
factual accuracy (Metzler & Garcia, 2023). In digital environments
where messages can be repeated and shared rapidly across large
networks, this effect may contribute significantly to the spread of
misinformation.

Motivated reasoning and cognitive dissonance further shape how
individuals interpret information. When individuals encounter evidence
that challenges deeply held beliefs or identities, they may experience
psychological discomfort. To reduce this discomfort, individuals may
dismiss the new information, question the credibility of the source, or
reinterpret the evidence in ways that reinforce their prior attitudes
(Munusamy et al., 2024).

Selective exposure reinforces these dynamics by encouraging
individuals to consume information from sources that align with their
existing perspectives. Social media platforms often intensify this
process by recommending content based on prior user behavior. As a
result, users may become embedded within information environments
that repeatedly reinforce the same narratives (Stoycheff & Tandoc,
2023).
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Emotional arousal also plays a significant role in the diffusion of
disinformation. Messages that evoke strong emotions such as fear,
anger, or moral outrage are more likely to be shared widely across
social networks. These emotional responses can reduce critical
reflection and encourage rapid dissemination of information (Metzler &
Garcia, 2023).

Narratives connected to identity are particularly powerful.
Messages framed in terms of cultural, national, or ideological identity
can create a strong sense of personal relevance among audiences.
Technology scholar Braden Allenby argues that modern information
strategies increasingly rely on narrative influence that shapes how
individuals interpret political events and align themselves with
particular groups (Allenby, 2017).

Taken together, these psychological mechanisms demonstrate that
disinformation campaigns operate by exploiting natural features of
human cognition rather than simply spreading incorrect facts.

Case Studies
Russian Electoral and Geopolitical Interference

Russian information campaigns targeting Western political systems
illustrate how psychological persuasion can be used strategically in
international relations. During several election cycles, including the
2016 presidential election in the United States, coordinated digital
campaigns distributed misleading narratives designed to intensify
political and cultural divisions (Woolley & Joseft, 2020).

These campaigns frequently used targeted messaging strategies
addressing sensitive social issues such as immigration, race relations,
and national identity. By presenting these issues in emotionally
polarizing ways, disinformation actors were able to activate identity-
based responses among audiences (Woolley & Joseff, 2020). Political
communication research suggests that individuals whose social
identities are closely tied to political beliefs may be particularly
receptive to messages portraying opposing groups as threats (Stoycheft
& Tandoc, 2023). Such narratives can encourage individuals to share
emotionally charged content even when its factual accuracy is
uncertain.

Digital micro-targeting technologies further amplified these
effects. Social media platforms enable highly customized message
distribution based on demographic data, behavioral patterns, and
inferred psychological characteristics (Metzler & Garcia, 2023). These
tools allowed political messaging to align closely with the cognitive
predispositions of specific audiences.

COVID-19 Misinformation and the Global Infodemic

The COVID-19 pandemic generated an unprecedented surge of
misinformation and disinformation across digital platforms. False
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claims concerning the origins of the virus, the effectiveness of
treatments, and the safety of vaccines circulated widely online (Brown,
2024).

During periods of crisis, individuals often experience uncertainty
and anxiety that increase the appeal of simple explanatory narratives.
Disinformation messages frequently exploit these psychological
conditions by offering emotionally compelling explanations or
identifying scapegoats for complex events (Brown, 2024).

For example, conspiracy theories linking telecommunications
technology to the spread of the virus circulated widely in several
countries. These narratives combined technological anxiety with public
health fears and were amplified through social media platforms that
prioritize emotionally engaging content (Metzler & Garcia, 2023).

Public health researchers have observed that misinformation
during the pandemic contributed to vaccine hesitancy and reduced trust
in medical institutions (World Health Organization, 2020). In response,
international organizations and health authorities increasingly
emphasized the importance of digital health literacy and transparent
communication strategies (World Health Organization, 2020).

Algorithmic Amplification and Digital Media Systems

Algorithms used by digital platforms significantly shape how
information circulates online. Recommendation systems often
prioritize content that generates engagement such as strong emotional
reactions or controversial claims (Metzler & Garcia, 2023).

Research suggests that these algorithmic systems frequently
reinforce existing social and ideological patterns rather than
introducing diverse perspectives (Metzler & Garcia, 2023). As a result,
online communities may develop into echo chambers where users
repeatedly encounter similar viewpoints.

Repeated exposure within these environments can create the
perception that particular beliefs are widely shared. This psychological
bandwagon effect may increase the perceived credibility of misleading
narratives and accelerate their diffusion across digital networks
(Metzler & Garcia, 2023).

Artificial Intelligence and Deepfake Propaganda
Advances in artificial intelligence have introduced new tools for
disinformation campaigns. Deepfake technology enables the creation
of highly realistic audio and video recordings that depict events that
never occurred (Bronovytska, 2024).

In geopolitical conflicts, manipulated audiovisual content can be
used to fabricate speeches, simulate diplomatic statements, or spread
false information about military actions. Because visual information
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often carries strong credibility, such content can be particularly
persuasive (Bronovytska, 2024).

Researchers warn that synthetic media may increase uncertainty
about the authenticity of digital evidence. Even when deepfakes are
later exposed, the initial emotional impact of the content may influence
public perceptions and political attitudes (Bronovytska, 2024).

Policy Implications and Recommendations

Addressing digital disinformation requires strategies that acknowledge
both technological and psychological dimensions of the problem.

Psychological Inoculation and Resilience Training

Inoculation theory suggests that exposing individuals to weakened
examples of misleading arguments can help build resistance to future
manipulation (Munusamy et al., 2024). Educational programs that
demonstrate common disinformation techniques may strengthen
individuals’ ability to identify misleading narratives.

Media and Information Literacy

Education plays a critical role in strengthening resilience against
misinformation. UNESCO emphasizes that media and information
literacy enables citizens to critically evaluate digital content and
identify unreliable sources (UNESCO, 2020).

International Cooperation

Disinformation campaigns frequently cross national boundaries and
exploit global communication networks. Cooperation among
governments, international institutions, and civil society organizations
is therefore essential for sharing intelligence and developing
coordinated responses (Woolley & Joseft, 2020).

Platform Governance and Technological Measures

Digital platforms influence the structure of the online information
environment. Increasing transparency in algorithmic recommendation
systems, improving detection of coordinated manipulation campaigns,
and labeling synthetic media may reduce the spread of misleading
content (Metzler & Garcia, 2023).

Conclusion

Digital disinformation represents a complex challenge situated at the
intersection of psychology, technology, and international politics. By
exploiting cognitive biases, emotional responses, and identity
dynamics, disinformation campaigns can influence public opinion and
reshape geopolitical narratives without direct military confrontation
(Munusamy et al., 2024; Metzler & Garcia, 2023).

6 Intersect, Vol 19, No 2 (2026)



Kanada, Space Deterrence

The case studies examined in this article demonstrate that
disinformation operates through a combination of psychological
persuasion and digital media infrastructure. Effective responses
therefore require interdisciplinary approaches integrating
psychological research, political analysis, communication strategies,
and technological governance.

Strengthening media literacy, promoting transparent
communication, and improving international cooperation can help
societies build resilience against digital manipulation. By recognizing
the psychological foundations of misinformation, policymakers and
educators can design more effective strategies to protect democratic
institutions and maintain the integrity of public discourse.
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